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Abstract:

This study presents the design and implementation of the Ascon
lightweight hash function, compliant with the NIST standard, on FPGA
for Internet of Things (IoT) applications. The hash function is specifically
designed to reduce energy consumption and enhance performance in
resource-constrained environments, utilizing optimization algorithms to
minimize hardware complexity. Simulation and implementation results
demonstrate that the proposed design outperforms existing methods in
terms of speed, power consumption, and hardware resource utilization,
making it an ideal solution for security applications in [oT.

Research Aim: The aim of this study is to design and implement a
lightweight hash function based on the NIST standard on FPGA to meet
the security requirements of the Internet of Things (IoT). The Ascon
algorithm is identified as an optimal candidate for this implementation.
The hash function is designed to minimize power consumption and
hardware footprint while ensuring sufficient performance and security for
resource-constrained IoT environments. This design enables the provision
of optimized and scalable solutions for securing data in small, widely
used IoT devices.

Research method: This research involves several main steps. First, the
security requirements and hardware/software constraints associated with
the Internet of Things (IoT) are analyzed. Subsequently, a lightweight
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hashing algorithm based on the NIST standard is selected and optimized
for FPGA implementation, with the Ascon algorithm chosen for this
thesis. The hardware design of the algorithm is carried out using
hardware description languages such as VHDL, and simulation and
synthesis tools are employed to evaluate its performance, power
consumption, and resource utilization. Finally, the design is implemented
on a real FPGA platform, and its efficiency in terms of speed, power
consumption, and hardware resource usage is assessed and compared
with existing approaches.

Findings: The VHDL implementation demonstrates that the designed
hash function can process data at high speeds, making it ideal for real-
time loT applications. The design is optimized to minimize the use of
FPGA hardware resources, including gates, lookup tables (LUTs), and
memory blocks, enabling deployment on small and cost-effective FPGAs.
Furthermore, the VHDL implementation shows that the design is highly
adaptable to various FPGA architectures and can be customized for a
wide range of [oT applications.

Keywords: Hash Functions, Lightweight, FPGA, NIST, IoT
Applications

Introduction:

The Internet of Things (IoT) as an emerging technology has created the
impetus for many innovative applications[1]. The Internet of Things (IoT)
can significantly improve the quality of life through intelligent applications
when combined with other important technologies such as artificial
intelligence and cloud computing. Popular examples such as smart cities
and smart homes are only possible when the Internet of Things is integrated
with other appropriate technologies [2]. In an IoT environment, sensitive
and important data is transmitted at high speed. The integrity of the
transmitted data must remain intact to ensure secure communications. Data
integrity is highly desirable for IoT applications, which can be achieved
using cryptographic hash functions. A hash function converts an input hash
of arbitrary length into an output hash value of fixed length. It can be used
to verify the authenticity of messages (e.g., IoT sensor data) that are
communicated over IoT networks. In IoT systems that require lightweight
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solutions due to resource constraints such as power consumption, memory,
and processing power, lightweight synchronization functions act as one of

the most important tools in ensuring security. One of the ways to design
lightweight synchronization functions is to use_ FPGAs[3]. .

General Steps of Encryption in Ascon:

The ASCON algorithm consists of a number of inputs and outputs. The
inputs include the key, nonce, associated data, and plaintext.

Key: A 128-bit secret key shared by the sender and receiver. 2. Unique
number: A unique 128-bit number that must be different for each message.
3. Associated data: Data that is not encrypted but whose integrity must be
checked (can also be a zero bit). 4. Plaintext: Data that is to be encrypted.
Outputs include 5. Ciphertext: Encrypted data generated from the plaintext.
6. Label: A 128-bit label that It is used to verify the integrity and integrity

of data[4].

Ascon is designed to implement authenticated encryption with associated
data (AEAD), which includes encryption, authentication, and data
integrity. Here, the implementation steps of Ascon AEAD (such as Ascon-
128) are explained in detail. The Ascon cipher suite includes a family of
authenticated encryption schemes. Ascon and the Ascon-Hash hash

function are based on the Ascon-Xof extensible output function.

Confirmed Encryption :

For Ascon confirmed encryption schemes, the family members are
parameterized by key length 160 <k bits, rate (data block size) r, and
inner round numbers a and b. Each scheme specifies a confirmed
encryption algorithm Ek,r,a,b and a decryption algorithm Dk,r,a,b[5]. The
encryption method is authenticated by Ek,r,a,b, a secret key K of k bits, a

The nonce takes as input a 128-bit public message number N, associated
data A of arbitrary length, and a plaintext P of arbitrary length. This
produces an output consisting of the verified ciphertext C of the plaintext
length P plus a 128-bit authentication tag T that authenticates both the
associated data and the encrypted message:

Sk,r,a,b(K,N,A,P)=(C,T) 1
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The decryption and authentication method Dk,r,a,b takes as input the key
K, N, nonce, the associated data A, the ciphertext C, and the tag T, and 1f
the tag authentication is correct[6]. If the tag verification fails, the output

shows:

Dk,r,a,b (K, N,A,C,T)G{P,J_}. 2

Confirmed Encryption Table 1-3 lists recommended examples for
authentication encryption and specifies their parameters, including the
key size k, the nonce and tag constants, the rate r, and the number of
rounds a for initial and finalization pa and b for intermediate substitution
pb for processing linked data and plaintext[7]. The list is ordered by
priority: the primary recommendation is Ascon-128 and the secondary
recommendation is Ascon-128a. Both schemes are identical to the
CAESAR candidates that were selected as the primary choices for the
lightweight use cases in the CAESAR final working example.

Table 1. Parameters of the different ASCON versions [9]

Name Algorithms BIT SIZE OF Rou
key nonce tag datablock nds pa po
Ascon-128 €, Digea12e 128 128 128 64 12 6
Ascon-128a €, Diosss 128 128 128 128 128 12 6

Table 2 lists a suggested hash pattern and specifies its parameters,
including the hash output size h, the rate r, and the number of rounds a to
replace pa. The list is ordered by priority: the first recommendation is
Ascon-Hash only.

Table 2. ASCON-Hash Parameters [9]

Name Algorithms bit size of Rounds
hash datablock p
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| ASCON-HAsH | Xasee412 WITH € = 256 | 256 64 | 12 |

If you want to pair confirmed encryption with hashing, it is recommended
to pair the primary proposals, Ascon-128 and Ascon-Hash, as they both
have the same rate.

Encryption and Confirmed Encryption Algorithms

The Ascon mode of operation for authenticated encryption is based on
two-way modes like Monkey Duplex but uses a stronger key initialization
and key finalization function[8].

Encryption operations and the decoding is shown in Figure 1 and Figure-
2, and its pseudocode is specified in Figure 3.

v P1Cq Pi1Ci1 PC; T
' ’)[1 ’,ly : pﬂ
- 5 > o — > - t»(;}» -
IV|KIN oK o ~ Kor K
Initialization Associated Data Plaintext Finalization

Figure 1. Encryption in ASCON algorithm [9]
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Figure 2. Decoding in ASCON algorithm
The Ascon algorithm consists of three main stages:
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Initialization: In this stage, the key, nonce, and initial constant values 1-
are placed into the internal state of the algorithm[10].

The 320-bit Ascon initial state is formed by the secret key K of k bits and
the nonce N of 128 bits, as well as an IV that specifies the algorithm
(including the key size k, the rate r, the number of initial and final
rounds). a and the number of intermediate rounds b, each expressed as an

integer 8 The verses are written:

S > Pa(s) @ (02°-k | K)

Processing of related data 1:

In this stage, the related data is processed to ensure its integrity[11].

Ascon processes the related data A in blocks of r bits. It adds a 1 and the
smallest 0 to A to obtain a multiple of r bits and divides it into s blocks of

r bits, ||[As A2]|.. Al||. If A is empty, no padding is applied and S=0

Design of NIST lightweight synchronization function on FPGA for use in

the Internet of Things

Figure 3: Pseudocode of encryption and decryption steps in ASCON

Authenticated Encryption
‘Sk,r,.‘i,l"( KI -'\"t A/ [))

Input: key K € {0,1}*, k < 160,
nonce N € {0,1}'%,
associated data A € {0,1}",
plaintext P € {0,1}"

Output: ciphertext C € {0,1} Pl
tag T € {0,1}'%

Initialization
S—IVirap||K|IN
S « p*(S) @ (0°20-% || K)
Processing Associated Data
if |A| > 0 then
Aj...A: « r-bit blocks of A|/1]|0*
fori=1,...,sdo
S« pP((S, 3 A;) || Se)
S« S® (0] 1)
Processing Plaintext
P;...P; + r-bit blocks of P| 1|0

1 n y I~ X

Eonian'd

Verified Decryption
Dy,rab(K,N,A,C,T)

Input: key K € {0,1}*, k < 160,
nonce N € {0,1}1%,
associated data A € {0,1}",
ciphertext C € {0,1}",
tag T € {0,1 }]23

Output: plaintext P € {0,1}/% or L

Initialization
S WVirap || K[|N
S « P-:‘S) (0321.) k | K)
Processing Associated Data
if |[A] > 0 then
Ay ... A + r-bit blocks of A||1||0°
fori=1,...,sdo
S« p('[(_S,- B A;) || Sc)
S+ Sd(0*?] 1)
Processing Ciphertext

Cy...Ci1Cs « r-bitblocks of C,0< |G| < r

IO By | 3 S
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4\
| |

For each block Ai with i=1,2,... the first bits of Sr r are xored
from state S,

Summary and comparison of three ASCON
implementation methods and simulation results

Methods for implementing the ASCON algorithm on FPGA include three
main approaches: Iterative, Serial, and Unrolling[12]. Each of these
methods has its own advantages and limitations, which are described and
compared below. In the iterative implementation, each stage of the ASCON
algorithm is executed as a loop, and each round is processed in one clock
cycle. A finite state machine (FSM) is used to control the flow of the

algorithm.

The execution speed of this method is the most efficient in terms of
hardware resources and is suitable for systems with limited resources.
However, this method is slower than other methods, because each round
requires several clock cycles [13]. The maximum operational capacity is

up to

LUT 1237 in serial implementation in this registers and 921 about Gb/s.
2.148 and moderate resource consumption including number method,

101



International Journal of Early Childhood Special Education (INT-JECSE)
DOI:10.48047/intjecse/v18i3.7 ISSN: 1308-5581 Vol 18, Issue 03 2026

operations are performed completely serially, meaning that only one simple
operation such as XOR or NIST Lightweight Synchronizer

Function Design on FPGA for Application in the Internet of Things 44

is processed on limited bits at a time. Minimal hardware resource
consumption and suitable for low-resource devices such as IoT systems.
However, the lower speed and increased overall latency are due to the
sequential execution of operations. The maximum throughput is about
0.347 Gb/s and the resource consumption is lower, but the number of LUTs
1s 1532 and 921 registers are used, which leads to lower efficiency. In the
Unrolling implementation, the processing loops are opened and several
stages of the algorithm are executed simultaneously[14]. This increases the
speed and reduces the overhead of the loops. High speed and increased
throughput, suitable for systems that require high performance. But
consume more hardware resources and increase design complexity. In
particular, in the Unrolling2 and Unrolling4 methods, the code size
increases. In the Unrolling2 method, the maximum throughput is up to
0.582 Gb/s with the number of LUTs. 1802, and in the Unrolling4 method,
the throughput is increased and reaches about 0.727 Gb/s, but the clock
frequency is reduced. As a result, the iterative method, with its optimal
resource consumption and moderate speed, is suitable for general
applications. The serial method, with its lower resource consumption, is
suitable for low-resource systems but at the cost of reduced speed, and the
unrolling method, especially unrolling4, offers the best performance in
terms of speed and processing power, but requires more hardware
resources and 1is more complex to design[15]. The choice of
implementation method depends on the application requirements: for low
resource consumption, the serial method is suitable; for a balance between
resources and efficiency, the iterative method is recommended; and for

maximum operational capacity, the unrolling method is optimal[16].

Discussion and Conclusion:

The Ascon method was chosen because it was one of the ten algorithms
selected in the NIST standard for encryption and decryption methods and
was selected as the best algorithm among them. The main goal in
implementing it on various platforms is to improve performance, reduce
resource and power consumption, and ensure data security in IoT devices.
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The results obtained showed that using FPGA as a hardware platform has
provided high flexibility and precise optimization, so that the designed
function can meet the processing needs of low-resource systems. In
addition, the use of optimization techniques such as reducing the occupied
area, improving operational efficiency, and maintaining security against
common attacks such as side-channel attacks makes this design a suitable
option for various applications in the [oT field. Comparison with previous
methods also showed that this design has significant improvements in
terms of efficiency and security and can be used as a practical solution in
embedded systems and smart devices. The implementation of the ASCON
algorithm 1s investigated and performed in the iterative, serial, and
unrolling methods. The iterative method is faster than the serial method,
but uses more resources [17]. The use of the serial architecture reduces the
need for logical resources such as LUTs and registers, but at the same time
it requires more time to complete the processing. The unrolling method
uses more resources than the iterative method due to the opening of the
loop. The unrolling method can be faster than the iterative method because
the number of clocks is less than the iterative method when multiple loops
are opened. However, in the Ascon algorithm, due to the dependence of
each loop stage on the previous stage, high performance has not been
observed in simulation. Based on the work done in this thesis, the following
suggestions can be made for improvement and development of the work in
the future. Implementing hybrid architectures, such as combining serial
and parallel designs, can be used to improve performance while reducing
resource consumption. For example, implementing critical parts of an
algorithm such as S-Box in parallel and other parts in serial can create a
trade-off between speed and resource consumption. Testing and evaluating
the implementation on various FPGAs with more or less limited resources,
such as low-cost series from Xilinx or Intel, which can verify the

adaptability of the design to different hardware [18].

To continue the work, other Xillinx boards can be used. On the other hand,
if the algorithm can combine the three operations that are performed on the
data and repeated, this can greatly improve the speed of the algorithm. On
the other hand, better results can be achieved by combining the techniques

used and being precise in implementation.
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